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Feasibility study on the use of STIX/TAXIl for the early detection of targeted attacks
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Abstract : In recent years, APT and email spam attack have sparked incidents, threat of targeted
attacks become obvious. Organizations can get more information at low cost by cyber threat
information sharing. But currently cyber threat information acquisition is major way to deal with
single organization, so it is the challenge to sharing threat information between organizations. To
deal with this challenge, we propose a threat information early sharing model and to share
signature using STIX and TAXIL.
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title |mal 1P

{stix:Indicators>
(stix:Indicator id="myNS:indicator-32ce10d9-b173-4fb0-8d7d-9b51419d14ae”
timestamp="2016-02-05T22:50:42. 336973+00:00” xsi:type= indicator:IndicatorType >
{indicator:Title’mal IP</indicator:Title>

Indicator Type | IP Watchlist

From Mailaddr | |

{indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-1.1">IP Watchlist<{/indicator:Type>
Mailsource Ipaddr |218. XX. XX. XX | {indicator:(bservable id="myNS:Observable-600d3ecd-db79-4d64-8229-03174690035c">
| | {cybox:Object id="myNS:Address—a73463ec—6el3-4bf7-b513-3532£d07804c”>

Mail title {cybox:Properties xsi:type="AddressObj:AddressObjectType” category="ipv4-addr”>

{Address0b]:Address_Value

@I|STIXN\DZ condition="Equals”>218. XX. XX. XX</AddressObj:Address_Value>
{/cybox:Properties>

</cybox:0bject>
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