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On efficient information gathering in small-scale CSIRT
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Abstract :

CSIRT (Computer Security Incident Response Team), which was invented as a means for responding to cyber attacks,
has attracted attention in the current situation where all companies can become the target of cyber attacks, but in many
Japanese companies, it can be inferred that the establish of CSIRT is not advanced yet. As one of the reasons why CSIRT is
not being developed, the author infers that many companies feel that it is not clear how to establish and manage CSIRT.
The purpose of this study is to aid in establishment and management of CSIRT and examined how to realize "information
gathering" which is the most important activity among CSIRT activities. The form of CSIRT differs depending on the
company because it is a personality that is flexibly customized according to the business form and scale of the company.

There are three patterns of information gathering of CSIRT: information gathering using public information, information
gathering using a community for information sharing, information gathering from another company's CSIRT, and for each
pattern, in order for CSIRT to gather information efficiently, this study examined what specific measures should be taken.
In addition, in order to evaluate whether information gathering can be actually handled with a small scale CSIRT, Perform
man-hour estimation assuming three persons system was carried out and it was confirmed that it is possible. Finally, this
study organized items to consider when newly formulating internal regulations on providing information to other company
CSIRT, which is necessary for gathering information from other company's CSIRT.

"Guidelines for efficient information gathering in small-scale CSIRT" as the study results of the above study were
prepared.
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