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A short writeup on a telnet vulnerability in the Meross MSS110 Smart Plug which

is way too common in |oT devices.

ER(CtelnetO T A1 > UTeARF

B—X =DM (2019/2/20BR TR Mz5—111)

c AV —IRRANY— I RC

J\— RO— R&nrztelnethzss4

https://garrettmiller.github.io/meross-mss110-vuln/

- (CVE-2018-6401)

27



@ |SS square

_ 2 T EEANT

AFIL



AF)LDRESSE(CRE T DEAFATR 2 |SS square

_ i N

® Ron Marcovich, Yuval Ron, Amichai Shulman and Tal Be'ery,
“Open Sesame: Picking Locks with Cortana’,
BlackHat USA 2018, 2018

B Deepak Kumar, Riccardo Paccagnella, Paul Murley, Eric Henne
nfent, Joshua Mason, Adam Bates, and Michael Bailey,
“Skill Squatting Attacks on Amazon Alexa’,
27th USENIX Security Symposium (USENIX Security 18),
2018

29



