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Study of an education aimed at improving information security

awareness of employees
!'_'T'f A XAV T—IRRR-BREXF LTI RERKE < -

Companies and organizations have been continuously educated their employees about information security behaviors as one of information
security measures. Despite receiving education on knowledge on information security, many of the employees seem to be reluctant to
perform the information security behaviors. In this research, the author created learning programs in the form of a game that works on
personal computers. The learning programs are aimed to make employees mentioned above to perform the information security behaviors,
which could evoke the consciousness such as "I must personally perform information security behaviors"(self-consciousness). Two learning
contents, "Secure password operation ” and "Secure SNS utilization”, were selected by interview survey. In the experiment, the author
compared the learning effects and self-consciousness improvement between text-based and game-based learning. Results showed that the
game-based learning programs improved self-consciousness compared to the text-based learning programs. Especially, it was showed that
SNS game-based learning programs promoted the information security behaviors of the participants of the experiment.
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