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Abstract
In order to make this Cyber-Physical System (CPS) secure, it is necessary to analyze the security of the information system (IT) and the safety of industrial control system (ICS) in an integrated manner.
Therefore, this research aims at proposing a method of conducting latent risk analysis by modeling CPS in a comprehensive manner.
This paper summarizes the results of investigating the existing risk analysis methods as an early stage of research. As an existing risk analysis method, the guideline-based method, FTA / ATA, 
stochastic approach, FMEA, STAMP / STPA, Petri Net are taken up.
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Fault Tree Analysis / Attack Tree Analysis (FTA/ATA)
Event Tree Analysis (ETA)
Failure Mode and Effect Analysis (FMEA)
Hazard and Operability Studies (HAZOP)
Petri net ðéô]N
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System Theoretical Accident Model and Process (STAMP)
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Sensor #1

Sensor #2

Motor

Sensor #1: Detect;
→Motor: On;
→Sensor#2: Detect;
→Timer: 30 Sec;
→Motor: OFF;
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Sensor #1: Detect;
→Motor: On;
→Timer: 30 Sec;
→Motor: OFF;
→Sensor#2: Detect;
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Sensor #1: Detect;
→Motor: On;
→Sensor#2: Detect;
→Timer: 3600 Sec;
→Motor: OFF;
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message{

data{
$temp = 4;

}
}    
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HMI
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message{

data{
$temp = 42;

}
}    
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message{
const{

$target = 110;
}

}    
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