& |SS square

20184/ ISS Square = > & 2 4 (2019/2/22)

No. /10

DY AT AICRTDEFa T2V —LD=D

A study on security framework for operation and control system
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Abstract. For past years, the control system has designed and assure certain level of security quality utilizing unique protocols, a set of
hardware and software, and the closed networks. However, after 2000, big changes applied such as interfacing to external networks,
implementing systems with open technology and field data utilization both for operations and customer service. In this paper, a new
framework is proposed which enables ISMS-based security to the control systems composed by existing unique systems, operations
and management system. To confirm proposed framework, the model case study for the railway control system has carried out.
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