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A Study on System Operation
- Focusing on a structure assuming cases where incidents cannot be converged -
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In this study, on the premise that a cyber-attack that cannot be handled as an organization occurred to the information
system, we listed what should be examined as an organization.

In the procedure of this study, we first investigated various documents such as ITIL which is the best practice of system
operation and guidelines for business continuity plan related to information system. As a result, it was found out that the
troubleshooting in the operation management of the information system and the security incident response of the
information system are concepts having the same structure.

Next, a newly extended model (OODA three-layer model) was derived by assuming a situation that does not correspond to a
cyber-incident that cannot be converged on the model of the previous research. Then, using this model, problems such as
organizational structure on incidents that cannot be converged can be derived and visualized and listed. Finally, assuming
kreﬂeotion on future practice, we classified the problems in academic research field and practical examination field.
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