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Investigation of Identifying Encrypted Communication

by Entropy Measurement
WA« YZATADRSE - BREF 2T« KERAZE (MAZ)

Abstract: Due to the recent trend of encryption and multiplexing, there’s a concern that the conventional
network intrusion detection techniques like signature matching will be outdated in the near future. Our
research aims to develop an anomaly detection technology for the era of encrypted communication. As a first

step of our research, we focused on SSL/TLS, widely used encryption technology, and entropy, well-known
indicator for encryption, to examine the ability of identifying a traffic.
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