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Security study of Robot Operating System
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The robot industry is expected to grow to an industry of 9.7 trillion yen in 2035. Not only industrial robots but also new fields
like service field are expected to grow. An increase in robots leads to the possibility of becoming a target of a new cyber attack
and can become a serious problem especially for service robots that operate near people. Under such circumstances, OS or
middleware for robots are drawing attention, which greatly improves the complexity in developing robots with various functions
by various hardware and efficient development in a short period of time. In this paper, paying attention to “Robot Operating

System (ROS)”
along with prior research.

which is widely used in the world among middleware, we present overview of ROS and problems of security
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