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The Research on Rogue AP Detection

Depending on Acquisition distance by RSSI
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Along with the development of wireless technology and mobile terminals, we can access the
network anytime, anywhere. However, attacks on wireless LAN are also increasing. There are
threats such as guiding a user to connect to an unauthorized access point, eavesdropping on
communication and theft of personal information. Implementation of a rogue AP is extremely
easy, so it is one of attack methods currently being exploited. So, it is very important to detect
the rougue AP. In this paper, we explain a detection method using RSSI.
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c+s D = 10M(ABS(RSSI) — A)/(10 X n))

(2086 bits), 260 bytes captured (2680 bits) on interface @

» Frame 2730: 26@ bytes on wire
- Radiotap Header v@, Length 18
Header revision: 0
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No. 2730 - Time: 201703584509 - Source; 40:31:3c:032501 - Destiation: Braadca. 1 2601+ Info; Beacon frame, SN=1635, FN=0, Flags=. ., Bl=100, SSID=Broadcast
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