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Research on two-layer log matching method
for unauthorized access detection in web application
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Data breach incidents on websites is continuing to occur despite various measures being called for. There are some
reports that site operator himself does not notice the data breaching, and it gets discovered by the inquiries of
the users or card payment agency. In this paper, We make a proposal for a method to detect unauthorized access that
causes data breach by matcing SQL statements log of database and application log as “two-layer log mapping method”
We present that this method make the system enable to identify if the access to secret information is intended as
system definition or not. This paper clarify that this make the system provider to be able to detect the
unauthorized access which causes data breach With SQL logging required for this method, concerns about bloat of log
files and pressing the storage capacity will arise. We also discuss measures to deal with this bloat of log files
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