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Effective methods to promote incident information sharing among group companies
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Abstract: In recent years, many cyber-attacks targeting Japanese group companies have occurred, which has become a major
threat. Each organization that makes up the group company has various differences such as industry, business scale, culture,
system, and information security measure level. In addition, the number of companies expanding group businesses through M&A is
increasing year by year, and the situation of group companies is becoming more complicated. When an information security incident
occurs within a group company, there is a problem that the information is not shared and the damage caused by the incident
spreads. The purpose of this study was to clarify the risk factors for information sharing that group companies should take priority
measures. By conducting preliminary analysis and questionnaire surveys of group companies to identify factors, and by analyzing
and evaluating risk factors, we identify factors that impede incident information sharing within diverse group companies.

, | considered the countermeasures.
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