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A Research on Cyber Security Awareness of
Ciritical Infrastructure Operators and their Facility-Related Operators
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Abstract: At a time when critical infrastructure field has become the target of cyberattacks, only critical infrastructure
operators are highly aware of cyber security, and even if countermeasures are taken, critical infrastructure cannot be protected.
It is necessary to recognize cyber security as “Risks associated with business activities” and take appropriate measures for
critical infrastructure operators and facility-related operators that are part of their supply chain. In this research, we conducted
a survey on the awareness of cyber security among the top management of critical infrastructure operators and facility-related
operators by using public information. In addition, we conduct surveys of changes in the content of Cybersecurity over time
and hold hearings with business operators, and propose that “Integrated efforts of critical infrastructure operators and facility-
related operators” and “Specific information disclosure on cyber security of critical infrastructure operators” are effective for
business operators and fields that do not consider Cybersecurity as “Risks associated with business activities”.
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