& |SS square

2020 EZ ISS Square > > =0 A (2021/2/26)

No.219

XEJIRIakEss

TR U INEE

[CXTI D

RustZRU\EXTIRFE
Countermeasure method using Rust against attack
using memory corruption vulnerability
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In existing system programs, memory corruption vulnerability is a problem, and the Rust language
is attracting attention as a countermeasure. In this research, Rust language is connected to
existing programs at low cost, and the damasge by the attack using the memory corruption

vulnerability is reduced. In the proposed method, we consider replacing a part of the library written
in C language with a library written in Rust language. As a result, it was confirmed that the
memory corruption vulnerability which occurs in C language can be prevented in the library in
which the memory operation is completed in the function..
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