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Specifying Anti-analysis Technigues in Malware By Using Symbolic Execution
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Understanding anti-analysis technicues embedded in malware binaries is crucial for
malware analysis because recent malware often reveals the intended action after
checking analysis environment. With symbolic execution, the constraints for hindering
the analysis could be listed and revealed. The goal of this research is specifying the
anti-analysis technigues and making malware reveal its intended action.
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if (x == 55)
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Xx=2*x; false

if (x<22)
x=0;

return x;

}
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