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A proposal and implementation of deception-based active cyber defense method
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Abstract: It has been difficult to prevent all of the increasingly targeted attacks
known as advanced persistent threat called APT, so that we must assume that the
attacker has been already inside our information system. The aim of this study is to
establish a basis for deceptive approaches to APT to fail cyber attacks when targeted
and to avoid being targeted. In this thesis, we model them, propose and implement
deceptive methods in the reconnaissance stage including after intrusion into the
organization network, evaluate its performance and show its effectiveness.
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