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Detection of Drive-by Download Attack through usage pattern
of HT TP header field names
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Abstract

Drive-by Download is a method that uses the web pages to install malware automatically on your computer.
It has become diverse and sophisticated. In addition, the attack tool called Exploit Kit used in the Drive-by
Download can easily add attack codes, so vulnerabilities before the release of the patches are added in a
second and tend to be exploited by attacks. Therefore, it is becoming more difficult to detect by the anti-virus
products using pattern matching or by the access control using blacklist which had been mainline detection
methods. In this research, we propose a method to distinguish malignant / benign communication using
machine learning, characterized by the appearance frequency of HT TP header field names.
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