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Malware Detection based on Activity Analysis
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Abstract : We propose a detection method to dynamically track the contents of processing
executed by malware. Specifically, TOMOYO Linux which is a secure OS is applied as a malware
dynamic analysis system. Because TOMOYO Linux can automatically record the execution history
of all processes from system startup to termination, it is important to track all processes at the
process level, including associated processes, of processes of interest such as malware based on
the principle. By the proposed method, malware countermeasure that mechanically distinguishes
malware activity becomes possible.
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