&% 1SS square 2016 F 4 1SS Square = > & 27~ 4 (2017/2/24) N0.203

AEREXRQITERMT A /\N—FILFT—V
Financial Cyber Kill Chain for countermeasures against financial frauds
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Abstract : There are a variety kinds of financial frauds and the frauds consist of multiple attack phases. On the other hand, there are
many defenders such as financial institutions, depositors and so on. Many things should be considered to take care of the attacks, for
example who implement the countermeasures, what kind of financial frauds we can defense, what phases we can defense. It is
crucial that necessary countermeasures are clarified and every parties reach an agreement on the plans, understand their roles and
proceed with the necessary works. Based on the above, we propose an analysis framework called “Financial Cyber Kill Chain”. It aims
to improve optimum defense analysis and common understanding among defenders. We consider these improvements strengthen
overall countermeasures. Therefore we verify the efficacy and usefulness of our approach with several case studies and interview.
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