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Detection of encrypted file by similarity
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Abstract: By detecting that it is an encrypted file, it is thought that it is possible to prevent the risk
of information leakage to sending an important file to the outside with an unencrypted plain text
file. Therefore, in this research we propose a new method to detect encrypted files.

In this method, we measure the similarity by using the Jaro - Winkler distance the data of each
when file is separated by a certain length, thereby detecting whether it is a plaintext file or an

encrypted file.
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TaysR 100 90 80 70 60 50 40 30 20

1 100%) 98.88%| 96.88% 92.77| 88.88%| 78.88% 80%| 86.67%| 71.11%

2 100% 100% 100% 100% 100% 100%] 96.11%| 72.22%| 63.89%

4 100% 100% 100% 100% 100% 100% 100%) 99.44%| 73.89%

8 100% 100% 100% 100% 100% 100% 100% 100%] 99.33%

16 100% 100% 100% 100% 100% 100% 100% 100% 100%

32 100% 100% 100% 100% 100% 100% 100% 100% 100%

64 100% 100% 100% 100% 100% 100% 100% 100% 100%

128 100% 100% 100% 100% 100% 100% 100% 100% 100%

256 100% 100% 100% 100% 100% 100% 100% 100% 100%

512 100% 100% 100% 100% 100% 100% 100% 100% 100%

1024 100% 100% 100% 100% 100% 100% 100% 100% 100%
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FXTFAI (AESTFAIL [BESILATE|RCAT7AIL |BESLRT

2 B3 A P TTAMBR 4 Royte) [HAK(oyte) [BRIG)  [HAR(oyte) |EEERIGY)
z * Word(docx) 160026 160048 0.004 160042 0.004
=4 - Word(docx) 2594869 2594896 0.038 2594885 0.03

%DHEL/f- text 129| 160 0.001 145 0.001

text 307 336 0.001 323 0.001
Execl(xlsx) 10712] 10736 0.002 10728| 0.001
Execl(xIsx) 11957] 11984 0.002 11973 0.001
pdf 675863 675888 0.007 675879 0.006

df 23711968 23712000 0.341 23711984 0.289
Etx 472527 472544 0.009 472543 0.008

tx 266371 266400 0.005 266387 0.004

[BEDTO+X]

(NEBEXDHELUEFFARNEX A BEXEHANTS.
SEXEAEFE
(2)BEXIZDONWTHARZERAR, 16/ 1 DB,
ESMRS.
SEMTHMG S XAEFRI(RCAEHITE)
(BBEDEXIHER, BEEXD YA XD 16/ 31K
ZLMEIHNIARS.
=16/ \AF REVMGE XA EFRI(RCAEHITE)



iisecGuest
テキストボックス
209




