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Detection of Buffer Overflow Attacks Based on Frequency of Assembler Instruction Pairs
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Abstract

Buffer overflow attacks are attacks that cause unauthorized access to the system and occur when
data exceeding the allowable range is sent to the secured memory area. It is important to
consider countermeasures against unknown attacks, due to the development of attacks that
evade existing methods and the occurrence of risks in embedded software. In this research, we
analyze the frequency by focusing on the order of assembler instruction sequences, and propose a
method to detect buffer overflow attacks based on the similarity.
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