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Homomorphic Encryption for Greater-Than

Relation and lts Application
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We propose a Greater-Than method that can perform computation processes with encrypted state for
relation operations considered to be important in data mining. For this purpose, FV scheme based on HEIib
in the homomorphic encryption library is used for homomorphic encryption method. Finally, we compare the

results with the previous studies and perform an assessment for this study.
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Real Plaintext | Virtual Plaintext | Ciphertext | m-th Cyclotomic Security
modulus modulus modulus Ring parameters
22 21 255 1399 80
2 2 210 2570 80
26 28 2180 4177 80
28 210 2210 5483 80
« EERIER
Real Plaintext Enc’ Dec Add’ Mult’ homBit | Greater
modulus Decomp | -Than
22 0.0033433 | 0.0053731 | 0.0023105 | 0.318956 | 1.87852 1.8611
24 0.0096565 | 0.0136643 | 0.0043047 | 1.70277 | 23.6435 | 23.2873
26 0.0216651 | 0.027032 | 0.0067638 | 6.41201 | 174.057 | 173.953
28 0.0460832 | 0.051633 | 0.0086462 | 17.7869 | 798.952 | 799.617
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Keygen'(): Enc’(pk,x € Ryt):
return (sk, pk) <-HE.Keygen() ke 0

¢ <HE.Enc(pk. )

Add'((c. k), (¢, E"):
gf I >(1._ return (¢, k)
e I k! =k . .t A
. 1((,tuln(HE.Add(2 e, ),k Dec'(sk (s. k):
2lse : r X
return(HE.Add(c, 2¢-¥'¢/). ) return [HE.Dec(sk, ) /2']
Mult’((¢, k), (¢, k)):
if K > k:
return(HE.Mult((2¥'~*¢) /2K ¢ /2¥) - 2K k')
else :

return(HE.Mult(c/2%, (25-F ¢/) /2F) - 2% k)

Algorithm 2 homBitDecomp@) x=1111b = 1111b
INPUT: (c, k), 7 i 1110p . -0000b
N 11110 . -
OUTPUT: (wo, kor), (Wip k1r), oo+ s (Wrrs ki) 6~ 1000 b 1111 +2
L (wo0. kop) < (e k) x=0000b
2: fori=0tor—1do 111b
3 (y, ky) < (c. k) -000b
4: forj=0toi—1do 1110 =9
5 (Wit i) = MU (w0, ). (w; ) (R
6 (y. ky) < Add'((y. ky), (=wjiz1, kjic1)) .
7 by = ky +1 b=0or1 -00b
8 (Wjtti+1 Kjrrirt) = (U, Fy) %= b (mod 2¢) TT0 ey
9: end for = x* =b (mod 2+’ T
10: end for COIEZMBT D
11: return ((wo ., ko), (W10 k10), - (Weyy Ery)) 2) g
10 . -
1 +2
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Algorithm 3 GreaterThan
INPUT: (¢, k), (. K')
OUTPUT: (7. ky)

1 (0. ko) - o (e

2: return (7, /v,)

) < homBitDecomp(Add' (¢}, M) (—Ctmp- Fos))- )
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