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Proposal of Log Functions for Analyzing Cyber-Attacks on In-Vehicle Electronics
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Abstract - As modern cars are all controlled by ECUSs, they also attract Cyber-Attacks.
Cyber-Attacks are also expected to diversify. When a car accident occurs, it is necessary to
distinguish whether the cause is Cyber-Attacks, human error, or system error. If it was due to
Cyber-Attacks, the need for in—vehicle logging function will increase more and more.

In this paper, we propose Multi-Layered Log Integrity Technology (MLLIT for short) in order
to protect in—vehicle data from attackers. In the threat analysis, the integrity was higher
when the data was stored hierarchically.
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