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Concept drift detection for malicious command seauence for automatic

identification of loT malware
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Abstract

In recent years, machine learning has been used in the field of cyber security, and security research using machine learning has achieved
remarkable results in attack detection and attack classification. However, the deterioration of machine learning models due to conceptual drift, in
which the tendency of data changes. In this research, we focus on the time series of malignant command sequences executed by loT malware,
and propose two conceptual drift detection methods for the characteristics ofmalignant command sequences. The first method is a conceptual
drift detection method that treats a malicious command sequence as time-series data and uses a natural language processing method and a K-
nearest neighbor method to detect changes. The second method proposes a conceptual drift detection method based on natural language
processing and changes in cosine similarity. In the experiment, it was shown that the conceptual drift can be detected by applying the above two
proposed methods
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