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Proposal and Verification of a Security Investigation Method for IP Cameras
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In recent years, as the humber of loT devices has increased, the opportunities for

attackers to target them have increased. In addition, since loT devices are often installed in places
where anyone can reach them and are easily manipulated directly by malicious people, robust
security is required. In this study, we propose a systematic research method to identify security
vulnerabilities of IP cameras, which are particularly vulnerable to attacks. As a result of applying this
research method to an IP camera, we were able to confirm several problems such as the ability to
connect to the IP camera’s Linux shell from the serial port with administrative privileges.
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