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Proposal of a penetration testing method using neural agents based

on partially observable Markov decision process
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abstract. Penetration testing is a method of testing for security vulnerabilities by attempting to penetrate devices and systems using various techniques. In particular, autonomous
penetration testing technology based on machine learning is important for achieving offensive security. The autonomous penetration testing technology based on machine learning is
expected to become an important method to realize offensive security and to cope with the increasing and sophisticated cyber attacks. In particular, autonomous penetration testing
based on machine learning is an important method to realize offensive security and cope with cyberattacks’ growing number and sophistication. Various machine learning-based
autonomous penetration testing tools have already been developed, such as Deepexploit and Gyoison. In particular, penetration testers based on reinforcement learning, which can
autonomously acquire attack methods without preparing training data in advance, are attracting attention. This paper focuses on a reinforcement learning model based on a partially
observed Markov decision process. The system response obtained in the penetration testing process is interpreted by neural natural language processing techniques to estimate the
state of the system and the subsequent optimal attack behavior. LeDeepChef[3], published in 2020, proposes a neural agent that can efficiently find the goal of Textworld, a text-based
dungeon game, by reinforcement learning based on the Partial Observation Markov Decision Process (POMDP). This paper explores the applicability of this neural agent to penetration
testing of real systems by making it work in OS environments such as Windows/Linux and having exploit commands in the action set.
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