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Application of a Hybrid Solver Combining Deep Reinforcement Learning
and Constraint Programming to Lightweight Block Cryptanalysis
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Abstract : In recent years, there has been a lot of research on the application of machine learning in the area of cryptanalysis. At
CRYPTO'19, Aron Gohr [1] proved that a neural distinguisher (which guesses the key) has a higher analysis ability than the
distinguisher using existing analysis techniques in lightweight block ciphers. Starting from that research, analysis using machine
learning, especially deep learning, has become popular. Differential attacks are known to be the most effective in existing attacks,
and research has been done on extracting the differences and guessing the key using SAT. However, the existing tools using
SAT and SMT take a long time to analyze and the amount of computation becomes exponentially huge. In addition, it becomes
difficult to obtain good differences when the weights are high, the rounds are high, and the sizes are 32/64 (large). Furthermore,
there are a few studies that use machine learning for cryptanalysis in SAT and SMT. In this study, we focus on hybrid-cp-ri-
solver[2], a tool for solving combinatorial optimization problems using deep reinforcement learning and constraint programming,
to extract the best differences and reduce the computation time for more difficult conditions. The goal is to improve the existing
hybrid-cp-rl-solver tool to enable lightweight block cryptanalysis and propose an architecture for it.
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