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The research on deception defense using SDN
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Abstract: \With the development of internet technology, attack methods have become more diverse and sophisticated,
and targeted attack incidents have increased in recent years. The hiding techniques have been innovated for avoid
detection by IDS and IPS, etc. That making it difficult to prevent them completely. Therefore, the deception defensed
was proposed which premise of being intruded. It believed that deception can be used to send wrong information to
adversary to distort his decision making, causing the targets to shift form their true targets and spoiling the attack. In
this part, the focus will be on the "System Network Connect Discovery" phase, which aims to create security policies.
Using SDN and OpenFlow, with packet header fielder matching certain traffic is separated is separated from the initial
route and its destination is forged. By rewriting the IP, it is conceivable to make the attacker make a wrong decision
and hide the important hosts from the attacker's views.
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