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Novel Adversarial Attacks Based on Embedding Geometry of Data Manifolds

ZNF 2

Al EE e Ry FDO—DODRE « PRKRZF
It has been shown recently that adversarial examples inducing misclassification by deep neural networks exist in the orthogonal
complementary spaces of the tangent spaces of the data manifold. In this paper, we propose novel adversarial attacks based on the
embedding geometry of the data manifold. The proposed attacks generate adversarial examples by adding imperceptible perturbations
in the directions of the orthogonal complementary space of the tangent spaces of the data manifold along which the weight vectors
have prominent components. Moreover, we also consider targeted attacks by the output inversion in the hidden layer neurons toward
the target class. Evaluations of these proposed attacks are also reported.

4( 1LAREE-HE — > WEGAI

FEFELZAAL-EGRHLELETE ABAMETELNEE NESLTIE ERIDHEICT, EALEZERONEEL T EARERICSZA-ER,

BEMA TERSNDIERMY L TILICEH>T, BAEEFSIESRIFTIEN 0.0H 5L X1, o EICEH.
REEEINTNS. SHEEBOEADNRETDESBEADERMERARZAVTERSEZE
BT BFEEERD.
B ((2) DIHE):
ry (102 FERMA=2—AV%ERER 0
r= {r+ —TI_ (2)0.2LTFR08LUELEERA -1 —OVERER 1 0
—r_ (3) 0.8LA EEMAH =2 —O % RER L o

Dog B Lion 4( = 4t )7
AP ET AN E DT — 2B AERDIBEOAHEEEREFTTHILT, B 4 REREAER

HEY LT ILET -2 SRAOEEMOEXRER A RIEFET 52N €39
LSz ) ) AHRRTIE, REFEEFGSMED LLEITKYIREEEFTS. MNISTR DI
ARRTIE, LROREAN=XLICEDE, BHRAHZEMISHFHT— F—AhD1FROT—2tvrEEUFashion-MNISTHD T —2H 0
AEFABEICEBLEHLLBRMY U TILOERFEEREL, Chb 1ARDT =4I NMERRICKEEGREERT 5.
DWEAREEIC DOV TOFFHEZESTS. ({ﬁ:ﬁ% (— ER 4RI ) ]
N 1.MNISTTODHE L IH 3
— 25T ) m—
FSEAHEHABEMSAEL, ERTONS SHREMBEES e E =0
D n+ 1IRTDOHRELEMEEZDE, MEDHDEXIZH THIEEREE €= 0.05 0.1 0.15 0.2
REEMA~NDEXR S ENEILTS.
FGSM 53.82 89.81 97.83 99.42
Ted = O T WEKI 19.05 47.75 63.33 73.66

i a

WKL) 33.31 83.04 96.90 99.68

TEM

WEIL(2) 20.03 68.40 88.47 95.78

\\
\_/\/ WEEI(3) 5.07 34.23 60.90 77.41
7 ‘ 2. BRIV D H#EE

)

TTER

EHRAFTEDRESI T F, EEANBOERERT =0, AFEIZKOhh 4
BOEERINABRM YL TILITKFIFEENLL.
LIzt T, SRAERERHEMAROEH CL->TIEREISND.

)
5

ERVTERSN
B T IVES

EoT, Baw, BRI Eo BRI TSRS THRTE, WIS ’ ; =l -
ADENLBD, BEHEORRIZETOLTRE S, oo
W7 = wipsac + wiense +{(wi0) i TA ' (CREEIL)
(a) b (c
8

TEER (a)

——( sBRFR ) e omE )

FET—ANEDT —ASHRADEDAABEICE DI TE2EHKD

EEREMARIHBLE—a—S Lok — o BaEERLL AN | | (5

YILOERFRERRT 5. (—HEH) AHRTIE, 7—9SHRAEOEXMEMS AOERICLY B EHEIE

> HEE SR DENSRE =X LIESE BETELIE RS
FAEIEE £ P AOE =B A NE R

(wi) vl EBAMESE B0l BHEEAOETREMARET SR | | mi ot e L T e e

RATHET B ENTED. (Wi FIIRIMLEERADERHERA HBH LT LN E RSN D ERFEELT-.

AN BB A OB EWERA R L2, H31EE OPMED PAfeies

SaTEYR LEEERAORREINATHL) £ RN BEDO AR OIS E O
r=Wj;1, c TOEE(ITHS-BEHEDRET

*H. Tasaki, Y. Kaneko, and J. Chao, “Curse of i ionality: adversarial

by embedding geometry of data manifold”



iisecGuest
テキストボックス
206


	スライド 1: データ多様体の埋め込み幾何学に基づく 新しい敵対攻撃法の提案 Novel Adversarial Attacks Based on Embedding Geometry of Data Manifolds 森田 匡博・ネットワーク分科会・中央大学   



