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Detectlng Adversarial Example Attack Based on Embedding Geometry and Fitting of Data Manifold
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Abstract - However neural networks have contributed to many fields, Adversarial Example Attack that causes misclassification has been
discovered. This attack data is generated by adding perturbations to normal data and both are so similar to each other that we cannot
distinguish. The vulnerability of neural networks has been widely recognized as a problem and some countermeasures have been limited in
their effectiveness because they do not consider the attack mechanism. In a previous study, they proposed a detection method based on
the orthogonal complementary space component of the data manifold as a mechanism for generating hostile samples, but the detection
accuracy decreased when the density of the data set was small. In this paper, we propose a quadratic fitting method of the data manifold
and improve the detection accuracy of the related method based on the mechanism.
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