&% 1SS square 2023 F & ISS Square > > > 7 4 (2024/3/1) No.209

BIRIADILKIR EDBAERE ZDHWBHIRD
RERXT MIERR(C XY I DL = MFHD

Security Evaluation of Elliptic Curve Discrete Logarithm Problem
over Extensions of Finite Field under Cover Attack
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Abstract - The objective of this study is to verify the impact of cover attacks on the security of elliptic curve cryptography through actual computational experiments. It is known that there exist
elliptic curves over extensions of finite fields where the security is compromised due to covering attacks. In this study, we implemented cover attacks against elliptic curves over cubic extension fields
and confirmed the decrease in security.

MEEREAH

AZRDIER T DEMMIRIES (FTNLURIOES CHEUT, LDEVBRTIDBVEEERR TEIENLIES /IR THS.
REBINEE (3dp DEAM72 Tz TREMBRIRICK U CEM Y 3 Z & TEOMIROBBISEEZ#R < IX M TR EDTHS.
HEREZER(CEA LU TREMZREL UITAFREA .

AR TIIEBROBAMRESAOKREZEL C, BSOZEMZEHI T2 La2BNETS.

« BRI UTNEAIC K BTG E TRt sz f2 < AR EEE SN EHROB BT SR EZ B DBHR(CE I Fi&
o WEBREZETV, WEmREERYT D / \ /
+  WEHEMR(C3 U Tdouble large prime S TE< \

: O INCE@Xe

AJEEIRR D A S REERREL T ENBE
SEFOYTIHENZS, C++TIILAISYFHE=ETDOIZ.

1o [PE— 1

o 5% TR WES

"N W B i g N B I B A T =
Mioiicon J poucn \__ EEE K/ B 1 ) /

AR T FHR(THRE L T35 bith* 568 bit&xTD 3 RIkAA_EDIBMEHR & SRR LTEM 3 DOIEROBBOT T RER (CARZ.

1E«8

double large prime i - -
ERIRDERL #To(K) bit || BAGRIE  MUBRE wit 7 LR sk i ?
4,079 G7.867,385,039 36 16.94 4.16 21.10 391 & 1005
8,147 540.745.792.523 39 4445 742 51.87 17.72 Ifﬂ _,.-/
16,223 1.269.662,081,567 42 126.16 3.76 129.92 5441 i S
32011 35647012003, 144 46 336,58 266 | 35024 32039 - ¢ s
65,011 356,470,120,031,444 48 91573 2419 939.92 317.12 et
129,967 2.195327,310.715406 51 |  2,304.18 639 240057 2,750.50 e R e o
10,000,019 250.001,421,057.670,554,266 63 | #)622,080 9 12,000 | # 635,010 | # 887,040 s

ETEREMESAE MM 4R S IRBRIRDORN S CIERBEB D DA —F —Thofz. B HN 44 10° <2V ZBX TH'S(F, WERHRDEF SNt Ol
BREDBEEOIMRENRER BB LMD Dz, 126 bit DBMBHRBEEOTHRIER, HEREZEAT M3 112 bit OFEMERIRIE
SHEEECIEREEZ p E TR DEEDSBRVEH TR ZENTED. |IED A EC LSEMRESORRFECIRE 112 bit THDEH,
126 bit AT OEMERISS (FEFF NS BMRIENHS. 2008 F, LSS [1] (& 35 bit FTORBIHREZR BEOBHSETEEZRANT
fi#=, 68 bit DEEACTEEEZ f2<2eH(C 230 BOBRNNEL ERIEE Oz, AR T (3/\— RO T VOEPOLEREDTRESD
63400 < 22° WTHI LN TER. CORREHRATRMSITONDET D 16 FRHOMCHESORFH 21° FEER RO TNB I £Z2RL
TWh3.

SE XM

o WLAEE, R T, AREFIA. HERAR EOFBFMBRIRIES (CX1 9D index calculus (CDWT. BARICABIEF = AREBISESRERS 86w
FILUZXAEZDISAJANT) £y 3>, 2008.




