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A Study of Factors That Causes Incorrect Information Classification by Employee
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In the implementation of an information security management system, organizations often classify information assets. Employees are required to categorize information assets according to
policies established by the organization, yet these classifications may deviate either below or above the requirements outlined in the policy. The focus of this study was on exploring the
factors contributing to misinformation in the classification by employees, particularly those influenced by the work environment.

Following a preliminary study (interview) that confirmed the possibility of incorrect information classification by employees, the main study comprised interviews. Ten respondents were
queried about the implementation of information asset classifications within their respective organizations. They were presented with hypothetical cases and asked if they had encountered
similar instances. All interview results were processed into fragments and categorized using the KJ method. A total of 16 cases and 10 factors, roughly classified into three categories—
employees, motivations, and countermeasures—were identified. It was confirmed that these factors could be divided into those commonly observed in previous studies and those unique
to this survey.
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