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Cryptographic Technigues Based on the Isogeny Problem
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Abstruct : In recent years, research and development in guantum computing have advanced significantly, leading to the introduction of quantum algorithms that pose a
threat to existing cryptographic systems. If large-scale, general-purpose quantum computers are realized, cryptographic schemes based on the hardness of integer
factorization and the discrete logarithm problem, such as RSA and elliptic curve cryptography (ECC), are likely to be broken. Consequently, the development of post-
quantum cryptography (PQC) that can withstand attacks from quantum computers has become an urgent task Currently, the U.S. National Institute of Standards and
Technology (NIST) is conducting the selection process for post-quantum cryptographic standards, and isogeny-based cryptography is among the candidates. Isogeny-
based cryptography is a cryptographic scheme that uses two elliptic curves as a public key and an isogeny between them as a private key. It has the smallest key size
among PQC candidates but is computationally intensive.n this report, we investigate the fundamental concepts and key exchange protocols based on the isogeny problem
as part of efforts to accelerate computational processing. Additionally, we outline future directions based on our findings.
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