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A Security Assessment Framework That Ensures Trust for SaaS Users
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Abstract: Driven by digital transformation, the increasing use of SaaS in business introduces cybersecurity risks, and users struggle to
assess providers' security posture. This poster proposes a security assessment framework encompassing standardized metrics,
continuous monitoring, dynamic risk assessment, and transparent communication. This framework enables SaasS providers to gain
continuous security visibility, proactively mitigate risks, and ensure compliance with industry standards. Simultaneously, it empowers
users to detect security posture changes and make informed decisions. This research presents a promising approach to SaaS security
assessment, paving the way for enhanced trust and security within the expanding SaaS ecosystem. Future work will focus on the
automation of controls monitoring and the adaptation of auditing/certification schemes for continuous monitoring effectiveness.
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