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New Method of Generating Adversarial Examples for Black-Box Audio Recognition Model

WARE « Ry FO=DDRE « PRAFAZ:

Abstruct - One of the methods of attacking machine learning automatic recognition systems is the adversarial sample attack. This refers to a
method that generates samples such that the human recognition and the machine learning model’'s decision differ, and uses these samples to
attack the system. In previous research, there has been little research on the generation methods of adversarial sample generation for speech
recognition models, which are classified as black box attacks and targeted attacks. Therefore, we propose a new method of generating samples
close to the decision boundary as a new method of adversarial sample generation for speech recognition models. This method is a black box
attack that can generate samples without knowing the details of the speech recognition model, and is classified as a targeted attack that
generates samples such that the speech recognition model recognizes the speech as the attacker intended. In order to verify the effectiveness
of the proposed method, we generate adversarial samples against speech recognition models such as Whisper and confirm that the proposed
method can generate higher quality samples than those generated by existing methods.
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