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|_egal Issues of Intrusion and Harmlessness in Active Cyber Defense
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In December 2022, the Japanese government published its National Security Strategy, announcing the
introduction of ‘active cyber defense’ to enhance its cybersecurity response capabilities to the level
of major Western countries. The strategy explicitly states that, in the event of a serious cyber attack, it
will penetrate and neutralize the attacker’ s servers in advance where possible. However, this
approach goes beyond mere defense and may violate domestic laws such as the Act on Prohibition of
Unauthorized Computer Access, as well as international laws concerning sovereignty and the use of
force. This study examines legal challenges, discussions on avoiding illegal actions, and proposes a legal
framework to justify active cyber defense under international law.
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