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FPGA-Based Periodic Live Memory Forensios Method for Investigating AES Key Duplication and Residual Presence
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Abstract: Cryptographic keys must not be unnecessarily duplicated and must be erased from memory after use, as required by standards like ISO/IEC 19790 and FIPS
140. Verifying key erasure is challenging due to interactions between applications and the operating system. While methods for key erasure exist, research confirming
actual erasure remains insufficient. To address this gap, we propose a live memory forensic method using FPGA to periodically detect AES keys from systems running
operating systems. Using this method, we investigated key erasure practices in AES-using applications on aarch64 and x86_64 platforms with Ubuntu Linux, including
FIPS-compliant kernels, and on Windows 11 in an x86_64 environment. Our findings revealed several issues with key management. Keys are not erased during
abnormal process termination. We also observed that keys may be included in core dumps, which could be sent externally. We reported the identified issues to
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application developers, along with clear and practical mitigation strategies.
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