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A Study on Notification Design Patterns to Encourage Passkeys Use Among General Users
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While many security problems with passwords have been pointed out, the use of passkeys has recently been recommended as a more convenient and
secure authentication method to replace passwords. The purpose of this study is to clarify the optimal notification design that addresses the
psychological disincentive for non-users to use passkeys and increases their intention to use passkeys. We created a notification design that addresses the
psychological disincentive to passkeys use extracted from previous research, and verified its effectiveness through a questionnaire survey of 800 general
users. As a result, it was found that notification designs that address psychological disincentives are more effective in encouraging the use of passkeys
than existing notification designs. In particular, it was shown that a notification design that addressed "overreliance on passwords", designed to promote
the perception that passwords are not insecure, was most effective in encouraging the use of passkeys.
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