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A Benign Activity Extraction Method for Malignant Activity Identification using Data Provenance
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In order to gain a complete picture of cyber attacks and to identify the source of cyber attacks, a method is being developed to identify malicious activities by tracing data
probabilities and connecting the dependencies of a series of related events. However, the problem is the dependency explosion, in which a large number of non-malicious,
normal computer system actions are included in the dependencies, creating a huge graph that makes it difficult to identify malicious activities. To cope with the dependency
explosion, we propose a method to reduce the search space for malicious activities by extracting and removing freauently occurring benign activities through natural
language processing of log data and analysis of activities in the computer system using similarity judgments. In an evaluation experiment, we used a large public dataset to
evaluate the effectiveness of the proposed method on the dependency explosion problem, and found that benign activities can be used to reduce dependencies, and that
6.8% to 39% of activities in a computer system can be defined as benign activity patterns. In addition, we showed that removing benign activities extracted from a portion of
log data can significantly reduce the search space in large data sets.
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- Process {uuid: "0", pid: "100", src: "ppid:"99"}
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- Process {uuid: "1", pid: "101", sre: "led 100"}
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= File {uuid: "2", filename: "FileA"}

- Event {type:"clone”, src:"uuid:0”, dst:"uuid:1"}
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