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A study of Factors that Promote and Discourage Reporting by Employees of Risk Actions Related to Information security

WA AR OER - mEIRS - BEREF1)T 1 KRERKFE

The purpose of this study was to determine the psychological factors that influence employees' reporting of their risk behaviors that threaten the information
security of their organizations. For this purpose, a hypothetical model was developed by extracting psychological factors of risk behavior reporting based on
previous studies in the information security and medical fields. In addition, to verify the hypothetical model, a questionnaire survey was conducted among
employees who reported risk behaviors in a targeted attack email training. As a result, the following factors were extracted as influencing employees' intention to
report information security risk behaviors: perceived urgency, perceived organizational support, role awareness, trust in the reporting system and perceived
vulnerability. Among employees who reported, the higher the perceived urgency, awareness of organizational support and role awareness, the higher the intention
to report their risk behavior. On the other hand, these factors were shown to increase this intention less for employees who did not report. For these employees, an
increase in perceived vulnerability and trust in the reporting system was shown to encourage them to report their risk behaviors.
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