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A Study on Extracting Scam Features by Structural Analysis of Texts
Using Readers * Mental Attitudes
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With the rapid development of technology, phishing is becoming more and more of a threat every year as more and more
personal information is handled on the Internet. With the spread of generative Al, even non-technical people or people living
abroad can easily create phishing e-mails in other languages. Although various countermeasures against phishing e-mails are still
in use, they are mainly based on header information and URLs, and attackers are using various methods to escape from these
countermeasures. We analyzed phishing e-mails by defining the mental attitude that readers feel when they read the text,
and analyzed the differences in characteristics between normal e-mails and fraudulent e-mails.
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[1] | SlashNext, SlashNext, https://slashnext.com/press-rel /slash
2023-state-of-phishing-report-reveals-a-1265-increase-in-phishing-emails-
since-the-launch-of-chatgpt-in-november-2022-signaling-a-new-era-of-
cybercrime-fueled-by-generative-ai/
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