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Tangent Space Extraction of Data Manifolds and Countermeasures
Against Adversarial Examples in Deep Learning
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In recent years, the applications of machine learning have expanded, achieving remarkable results in various fields

such as image processing, speech processing, and autonomous driving. However, the neural networks at the core of these
systems possess a vulnerability known as adversarial examples. Adversarial examples are generated by adding a small
perturbation, called an adversarial perturbation, to a normal sample, which can cause machine learning models to misclassify
the input without being noticeable to humans. Although various countermeasures against adversarial examples have been
proposed, none have provided a complete solution. Tasaki et al. proposed a defense method based on the mechanism of
adversarial example generation. While this method has shown promising results on the handwritten digit dataset MNIST, it
has not been successful on low-density datasets such as the object color dataset CIFAR-10. In this study, we attempt to
improve Tasaki et al.'s defense method by utilizing the intermediate layers of the model as a data manifold and increasing the
dataset density through data augmentation to enhance the accuracy of estimating the tangent space of the data manifold.
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