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Simulation Method for Damage on User Companies Business Continuity
Caused by Cyber Attacks on Ciritical Infrastructure
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Abstruct: There is a risk of service outage of critical infrastructure due to the increasing number of cyber attacks targeting critical infrastructure facilities. This study proposes a simulation method for the indirect

damage that service outages of critical infrastructure due to cyber attacks may cause to the business continuity of user companies, based on the simulation of damage caused by natural disasters. The simulation
method consists of a framework with three models and parameters. In addition, the “Component Model of Critical Infrastructures,” which models the dependencies among critical infrastructures and between

critical infrastructures and user companies, is examined, and a model format that can express the characteristics of cyber-attacks is proposed. We will conduct simulations using the proposed format and confirm
the effectiveness of the proposed model. In addition, we will discuss the scalability of the “Critical Infrastructure Component Model. This method is expected to contribute to the formulation of recovery plans for

user companies’ business in case of outage or contraction of critical infrastructure services due to cyber-attacks.
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