&% |SS square 2024 F A 1SS Square > > A 2 4 (2025/2/28)

EABREERNRET TS P—0
T+ a1UT 1 XNEE N ERDIES
— BXRERAA RSA VDMICKD

No.221

BI=-

BISYA/N—

CFaUT A RS YDORERE —

Proposal for measures to improve security response capabilities of

small suppliers in domestic automobile industry
- Proposal for revision of the JAMA/JAPIA Cybersecurity Guidelines based on
the United States, and Europe guidelines -

analysis of Japan,
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In recent years,
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security threats to the automotive industry supply chain are increasing day by day. In order to improve the security response

capabilities of the automotive industry supply chain in Japan, it is important to have guidelines that can be immediately applied not only to
automobile manufacturers and Tier1 and Tier2 suppliers, but also to suppliers at Tier 3 and below.

In this study, | will conduct a comparative survey of security guidelines for the automotive industry in Japan, the United States, and Europe,
confirm what documents each guideline was based on, and compare and analyze the security guidelines for the automotive industry formulated in
each country and the guidelines for general small and medium-sized enterprises.

Based on this study, | will propose a revision proposal based on the cybersecurity guidelines formulated by the JAMA and JAPIA to make the
guidelines more suitable for suppliers at Tier3 and below, by adding items at Tier3 and below and strengthening the collaboration system between
domestic small and medium-sized enterprises.
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AIAG Cybersecurity 3rd party information security
NIST Cybersecurity Framework 2.0

European DIGITAL SME Alliance SME Guide
for the implementation of ISO/IEC
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