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Abstract:In recent years, large-scale language models (LLMs) have acquired advanced code generation capabilities, raising concerns about their
potential for malicious code generation. While previous research has focused primarily on C++ and scripting languages, recent reports of the use of
Rust malware have begun due to its resistance to analysis.However, there has been insufficient systematic verification of the potential for malicious
code generation using LLMs in Rust.Malicious code comes in a variety of forms, but ransomware in particular causes significant damage and
continues to pose a high threat to public institutions. Therefore, in this study, we select ransomware as a representative subject for evaluating the
potential for malicious code generation and verify whether LLMs can generate malicious code in Rust.
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