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Abstract: Existing image-based CAPTCHAs often impose excessive distortion and ambiguous boundary judgments on users to
counter the evolution of Al, significantly degrading usability. In this study, we propose a new CAPTCHA system that applies “Targeted
Adversarial Examples”—designed to induce specific incorrect responses in bots—as a defensive measure. By exploiting the cognitive
vulnerabilities of AI, this method actively eliminates bots (i.e.,
images that allow for authentication through intuitive classification alone. Experimental results with human subjects demonstrated

that the proposed system has a statistically significant lower workload compared to reCAPTCHA v2, achieving high practical utility
with an average response time of 8.40 seconds and a success rate of 90.7%.
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