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Security Test of Drones Under Real-Time and Resource Constraints
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Abstract : Secure drone development benefits from security testing in a safe environment that faithfully reflects
real systems. However, simulation environments provided by widely used open-source projects often fail to
adequately capture on-board resource constraints and real-time characteristics, causing behavior under load or
attack to diverge from that on actual platforms. In this study, we build an evaluation environment using the same
hardware and software as the real drone, while reducing the conventional reliance on communication-related
tasks. Under heavy hardware resource load, we confirm that the proposed environment reproduces degradation
behavior consistent with the real task-priority architecture, enabling more faithful security testing.
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