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Security Issues Arising from Controller Conflicts in the Matter Smart Home Standard
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The smart home standard Matter is a communication standard designed to enable devices from different manufacturers to be connected through a
common specification. While Matter allows multiple users and services to control the same device, it may also introduce potential risks related to
permission separation and state consistency. This study aims to clarify how conflicts among multiple Controllers acting as control entities in Matter
affect access control and the identification of management entities, and conducts experimental verification to this end. The results show that,
although the specification requires explicit user consent when removing pairing information, this consent process is omitted in actual
implementations, allowing a third-party Controller to revoke the control privileges of another Controller. In addition, the accumulation, sharing, and
unintended persistence of pairing information between devices and Controllers make it difficult for users to accurately understand management
entities and the scope of impact. Furthermore, in environments where Matter coexists with legacy smart home protocols, state inconsistencies were
also observed. Based on these findings, this study demonstrates through empirical observations on real devices that, in multi-Admin environments,
the interaction of specifications, implementations, and operational practices can lead to unintended privilege revocation and state inconsistencies.
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