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A Proposal of EDR support method for detecting malicious browser extensions
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In modern web browsers, users can install third-party programs called browser extensions. While browser extensions enhance usability, there have been reports of security
risks associated with their malicious use, as they can access sensitive data stored in the browser and the contents of website input forms. The methods of attack have
become more complex. Some extensions are malicious from the start, while others have been modified through hijacked developer accounts or have turned malicious via
updates after release. Previous studies have primarily focused on analyzing browser extension files before installation, making it difficult to detect malicious behavior that
occurred during runtime. Despite these growing risks, there are currently insufficient discussions regarding the monitoring of internal browser behavior. EDR (Endpoint
Detection and Response) solutions are unable to adequately monitor deep-level internal activities within the browser, leading to a critical gap in detecting extension-related
incidents. To address this problem, we propose a method to support malicious behavior detection through EDR using Chromium, and investigate threat models for
malicious browser extensions. The proposed method is based on the assumption that it could be implemented by browser and EDR vendors in the future.
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