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Proposal of MASS-BOM for Cybersecurity Measures for

Autonomous Ships
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Modern vessels often neglect operational technology (OT) software maintenance, leaving critical vulnerabilities unaddressed.
Commercializing Maritime Autonomous Surface Ships (MASS) requires resolving this to prevent unauthorized remote control. To
enhance complex system transparency, this thesis proposes MASS-BOM, a framework for centrally managing and sharing system
configuration information across the maritime industry. We analyze its core components and lifecycle, discussing practical
applications for OT maintenance. Furthermore, by applying actual vessel failure incidents as case studies, we evaluate MASS-
BOM's effectiveness. The findings demonstrate its significant potential to facilitate secure OT software maintenance and resolve
critical operational challenges in the maritime sector.
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